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Introduction 

California’s seaports are vital to the global economy and highly vulnerable to terrorist 
attack. Today, over 95 percent of the volume of all U.S. foreign trade moves through America’s 
ports, but less than five percent of all shipping containers entering the United States are 
inspected. The relatively free flow of goods and services across America’s borders creates 
inherent risks. At the same time, the concentration of shipping among a handful of international 
megaports and innovations in inventory management—such as “just-in-time” delivery systems 
that minimize warehouse inventories—have increased the potential economic disruption of a 
terrorist attack dramatically in recent years. As Stephen Flynn, Jeane J. Kirkpatrick Senior 
Fellow for National Security Studies at the Council on Foreign Relations and retired U.S. Coast 
Guard commander, recently noted, an attack on any single U.S. port would likely cause the entire 
global trading system to “go into gridlock.” 1 

Precise damage estimates of such an unprecedented event are difficult to calculate. 
However, the 2002 labor dispute that led to a 10-day closure of all West Coast ports provides a 
useful baseline. Stephen Cohen, co-director of the Berkeley Roundtable on the International 
Economy, estimated that the first five days of the shutdown cost the national economy $4.7 
billion and increased exponentially over time. 2 Cohen also projected that had the labor lockout 
continued for 20 days, damages would have reached $48 billion. 3 Terrorist scenarios would 
likely be far worse because they are unanticipated, involve physical damage to shipping 
infrastructure, and are likely to trigger port closures nationwide. According to one study prepared 
for the U.S. Department of Transportation, apart from the casualties, detonation of a single 
nuclear device at a major seaport would cause $100-200 billion in trade disruption. 4 The same 
study predicted indirect economic damages of up to $1.4 trillion in the United States alone. 5 

Yet three years after the September 11, 2001 terrorist attacks, America’s 361 ports— 
including those in California—remain exceptionally vulnerable. Since 9/11, the federal 
government has spent twenty times more on aviation security than port security. As the 9/11 
Commission concluded, such a lopsided transportation funding strategy makes sense only if 
officials intend to fight the last war. 6 From 2002 to 2004, Congress spent a total of just $563 
million on port security. The United States spends that much every three days to finance the war 
in Iraq. 7 Moreover, what new initiatives have been undertaken have not made appreciable 
progress in securing America’s seaports. In one "recent study, Stephen Flynn and Stanford 
management science professor Lawrence Wein concluded that despite new programs to monitor 
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cargo loading and x-ray shipping containers, the probability of detecting a nuclear weapon 
transported by ship was still less than 25 percent under the best possible circumstances. 8 Even 
more frightening, the probability of detecting a weapon shipped from an untrusted shipper and 
packed between heavy machinery in a twenty-foot container was nearly zero. 9 

The nation’s two busiest container ports sit side by side in the heart of Southern 
California. Together, the Port of Los Angeles and Port of Long Beach constitute the busiest port 
complex in the United States and the third busiest in the world. The complex handles over 43 
percent of all shipping containers entering or leaving the country—more than all of the ports on 
the East Coast combined —and carries more than $200 billion in containerized cargo annually. 10 
Because of their critical economic importance, the ports of Los Angeles and Long Beach have 
been recognized by officials and experts alike as some of the most likely and inviting targets for 
terrorists. In a list of the top 624 terrorist targets in California released by the California Attorney 
General’s Office in Lebruary 2003, the Port of Long Beach ranked third and the Port of Los 
Angeles ranked sixth. 11 Had the two ports been considered together as a single port complex, 
they might have been more accurately identified as the state’s number one target, instead of Los 
Angeles International Airport (LAX). 

In 2003, we, along with two other graduate students from the UCLA School of Public 
Affairs, conducted the first-ever study of emergency response planning and preparedness at the 
Los Angeles/Long Beach port complex. 12 Our aim was straightforward: we wanted to identify 
key security weaknesses at the nation’s busiest port complex that local officials and agencies 
could remedy easily and quickly. We deliberately limited the scope of our study to problems that 
local governments had the power to solve. Thus, we did not address issues where primary 
responsibility rested at the federal level, such as intelligence and threat detection. Similarly, 
programs such as the Container Security Initiative and the Customs-Trade Partnership Against 
Terrorism (C-TPAT), while critical components of a comprehensive port security strategy, fell 
outside the scope of the study. Our search for the low-hanging fruit to improve port security at 
the local level quickly narrowed the range of potential issues to emergency response. As we 
discuss in greater detail below, even these issues turned out to be far less easy and quick to fix 
than initially expected. 

Below, we provide a 10,000-mile check-up on the 2003 study, highlighting the three 
major policy problems the team identified in its initial report, tracing what happened to the 
recommended fixes for each problem, and identifying the obstacles and key success factors the 
project encountered. 

Problem 1: Lack of Coordination and Oversight 

Background 

Coordination and political oversight of emergency response efforts is never easy; it 
requires planning for uncertainty, fast action in moments of crisis, and operations that almost 
always cross agency lines. However, we found coordination and oversight of emergency 
response efforts at the Los Angeles/Long Beach port complex to be especially problematic, for 
three reasons. 
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First, it is unclear exactly who is responsible for port security. At the federal level, the 
Maritime Transportation Security Act 13 directs the U.S. Coast Guard to develop Area Maritime 
Transportation Security Plans for both port security and emergency response at all domestic 
ports and requires the designation of a Federal Maritime Security Coordinator for each area. 14 
The president has designated the Secretary of Homeland Security as “the principal Federal 
official for domestic incident management.” 15 Yet the same directive recognizes that the initial 
responsibility for responding to a terrorist incident will likely fall on state or local authorities and 
gives lead responsibility for criminal investigations of terrorist acts to the U.S. Attorney 
General. 16 

State and local law do not elucidate the issue either. California’s “Standardized 
Emergency Management System” establishes guidelines that require the use of the Incident 
Command System during multi-agency and multi-jurisdiction emergency response. Local 
governments must follow these state guidelines in order to be eligible for reimbursement for 
response-related personnel costs. 17 Under the Incident Command System, exactly which agency 
oversees emergency operations varies based on the nature and location of the event. During a 
multi-jurisdictional event, agencies are supposed to establish a “Unified Command” where 
agency managers share decision-making responsibility within a group. 18 There is no formal 
“leader.” Individual agencies maintain operational control and responsibility for their own assets 
and personnel. And agency leaders are supposed to act cooperatively, transferring decision¬ 
making authority within the Unified Command group based on changes in the nature of an 
incident. 

Although this system allows agencies to adapt to changing situations by avoiding a rigid 
organizational structure, it is highly dependent on informal trust and cooperation. As recently as 
2003, a senior law enforcement official involved in the planning process at the port complex 
expressed concerns that “agencies may protect turf and operate independently” during a response 
to an incident at the port. 19 Moreover, the Incident Command System effectively cloaks the issue 
of who is actually responsible for the security of the port complex. No single individual or 
agency has the authority to make decisions and be held accountable for the results. Instead, when 
it comes to planning for and responding to disasters at the port complex, the buck stops 
nowhere. 20 

The second major impediment to effective coordination and oversight had to do with the political 
realities of the port complex itself. Although the two ports are geographically one place—they 
share the same harbor, the same roadways, and the same workforce—they are fierce business 
competitors and separate political entities. The two ports operate with separate management 
structures, separate police departments, and separate fire departments. They answer to different 
mayors and different city councils. In total, no fewer than fifteen different agencies from five 
different political jurisdictions bear some direct responsibility for security and emergency 
management at the port complex. (See Figure 1 and Table 1). Because of the size, structure, and 
multi-jurisdictional nature of the port complex, it is likely that numerous agencies would respond 
to a terrorist attack, and that these agencies would be poorly positioned to work effectively 
together. As a result, it may be difficult to achieve coherent and effective command of an 
incident at the port complex even with established guidelines. 
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Figure 1: Responsibility for Security at the Los Angeles/Long Beach Port Complex is 




Source: Analysis by Authors 
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Table 1: Responsibilities of Departments and Agencies Represented on the 
_ Los Angeles/Long Beach Port Security Committee _ 

Federal 

U.S. Coast Guard (USCG) Responsible for all security and response that occurs on the water surrounding the 

Ports of Los Angeles and Long Beach. Coordinates the Port Security Committee. 

U.S. Customs Service Responsible for the inspection of cargo entering the port complex. 

Immigration and Naturalization Service Responsible for all people arriving on ships at the port complex. Ensures that visas 

(INS) are current and all entrants are legal. 

Federal Bureau of Investigation (FBI) Responsible for evidence collection and crime scene investigation in the event of an 
attack on the port complex. 

Central Intelligence Agency (CIA), These agencies do not sit on the Port Security Committee, but are informally 

Bureau of Alcohol, Tobacco, and consulted. 

Firearms (ATF), and Transportation 

Security Administration (TSA) 

Note: As of March 1, 2003, the Customs Service and INS merged and became U.S. Customs and Border Protection. 

State 

California Highway Patrol (CHP) Responsible for security of the Vincent Thomas Bridge and freeway safety. 

California State Lands Commission Monitors “granted lands” - areas statutorily transferred to cities and counties by the 

California Legislature in order to develop harbors to further state and national 
commerce - to ensure compliance with the terms of the grant. 

County 

Los Angeles Sheriff’s Department Coordinates mutual aid agreements. The Sheriff serves as the 

(LASD) ex-officio County Director of Emergency Services according to state law. 

Los Angeles County Fire Department Assists city fire departments if they become overwhelmed. Their role is increased in 

(LACoFD) importance if the governor declares a state disaster. 

Local 

Los Angeles Police Department (LAPD) The LAPD's Harbor Division is responsible for law enforcement on Los Angeles City 
property adjacent to the Port. 

Los Angeles Port Police Department Responsible for the safety and security of all passenger, cargo, and vessel 
operations at the Port of Los Angeles. Patrol waterfront by boat, helicopter, 
automobile, and bicycle. 

Los Angeles Fire Department (LAFD) Responsible for fire suppression and emergency medical response at the Port of Los 
Angeles. 

Long Beach Police Department (LBPD) Responsible for law enforcement at the Port of Long Beach and city property 
adjacent to the facility. The LBPD “port security unit” patrols the harbor by boat and 
typically deploys one to five officers in the port area. 

Port of Long Beach Harbor Patrol Responsible for security at the Port of Long Beach. Non-sworn Special Security 

Officers have limited law enforcement authority. 

Long Beach Fire Department (LBFD) Responsible for fire suppression and emergency medical response at the Port of 
Long Beach. 


Source: U.S. Coast Guard and Analysis by Authors 
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Third and finally, the history of interagency coordination, even in less challenging 
circumstances, has not been particularly good. During the Los Angeles riots of 1992, Los 
Angeles Police Chief Darryl Gates requested National Guard support from the Governor’s Office 
- which took three days to arrive - rather than calling the Los Angeles County Sheriffs office 
for additional manpower, which could have arrived within one hour. 21 A 2002 shooting inside 
LAX drew a relatively fast and overwhelming response (some 425 officers from ten different 
agencies arrived on the scene), but tensions between agencies ran high and it was unclear who 
had command of either crisis management or emergency response. 22 In May 2004, when a faulty 
transponder mistakenly signaled a hijacking on a Singapore Airlines flight, federal officials 
failed to relay the false alarm to any local authorities. As a result, LAX Airport police stormed 
the plane - with live ammunition. Once again, several agencies subsequently argued about who 
should have been in charge, with the FBI and Los Angeles Police Department agreeing that the 
Airport Police had violated protocols and the Airport Police and Transportation Security 
Administration insisting that appropriate action had been taken. 23 Commenting on the confusion 
among the agencies sharing jurisdiction over security at the airport, Los Angeles City 
Councilmember Jack Weiss explained, “Every addition to the alphabet soup of agencies at the 
airport potentially adds to confusion in times of crisis.” 24 

What the 2003 Study Found 

Following 9/11, the Coast Guard Captain of the Port began working with local, state, and 
federal agencies to develop a comprehensive security plan for the entire port complex. He 
assembled a Port Security Committee, made up of eight county and municipal agencies, two state 
agencies, and four federal agencies, each with a different jurisdictional role. Chiefs and high- 
ranking command staff members represented the various agencies at quarterly meetings. A 
planning group began meeting three days per week to develop a “playbook” that cross- 
referenced attacks by type and location, outlined immediate steps for response, and noted 
primary points of contact for the various agencies. 25 

Although the establishment of the Port Security Committee was a step in the right 
direction, interviews with city and county agencies and political officials revealed significant 
information gaps in the planning process. Participation in the committee was voluntary and there 
was no formal protocol for keeping policymakers informed of progress. Most important, three 
sets of critical stakeholders were missing from the planning process: elected officials, public 
health officials, and private sector representatives. 

Elected officials have a responsibility to ensure that broad goals are set for emergency 
response agencies, that priorities are made and sufficiently funded, that agencies talk to and work 
with one another, and that progress is evaluated. Elected officials also have the power to break 
bureaucratic logjams, particularly when responsibility for specific issues is unclear. 
Policymakers can only meet these challenges, however, if they collaborate across jurisdictional 
lines and actively engage in cooperative oversight. 

Unfortunately, we found that elected officials from the relevant jurisdictions—the City of 
Los Angeles, the City of Long Beach, and the County of Los Angeles—were not equally 
informed about emergency response preparedness at the port complex and they were not 
collaborating actively to oversee the process. Instead, they had informally delegated this 
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responsibility to local agencies and then relied upon those agencies to keep them updated. This 
was problematic because agencies such as the Los Angeles and Long Beach Harbor 
Commissions functioned autonomously and governed the complex as two separate units. As a 
result, elected officials were not getting information about the entire port security picture. 
Indeed, in some cases, policymakers were not well informed about even their own piece of the 
port security picture. Some officials were unsure about which groups and organizations were 
involved in the planning process or assumed processes were actively working that had not yet 
begun. 26 


We also found that there was no medical or public health representative on the Port 
Security Committee. In the wake of 9/11 and the subsequent anthrax scare, much focus was 
placed on preparing for incidents involving weapons of mass destruction, especially bioterrorism 
and radiological “dirty bombs.” Public health officials noted that the Los Angeles County 
Department of Health Services possesses a wealth of knowledge in these fields and public health 
involvement in emergency response planning at the port complex should be considered “a 
necessity.” 27 

Finally, we found that private stakeholders were not being involved in the process. 
Specifically, organizations such as the International Longshore and Warehouse Union (ILWU) 
and the Pacific Maritime Association had untapped expertise and material resources that could 
aid response planning. The ILWU and other unions expressed discontent with the response 
planning process. They had not been invited to Port Security Committee meetings or asked to 
offer advice or resources. According to one union official, “ILWU hasn’t been involved [by the 
Port Security Committee] yet and people on [the Marine Transportation System Safety and 
Security Subcommittee] don’t listen.” 28 Additionally, port workers told us they felt that 
emergency response was being structured without their interests in mind. The same union official 
stated, “Employers are absolutely focused on commerce and couldn’t care less about security.” 29 
The Pacific Maritime Association, which represents the shipping companies that use the port on 
a regular basis, also expressed concerns about communication and involvement in the planning 
process. 

What the 2003 Study Recommended 

We recognized that a perfect solution—such as realigning the two ports under a single 
political jurisdiction with one office responsible for emergency response planning and operations 
across both ports—was unfeasible. Seeking instead to maximize the effectiveness of the existing 
planning process, we recommended: 

• Creating a “Group of Five” to establish multi-jurisdictional political oversight for the port 
complex. This group would include the Mayor of Los Angeles, the Mayor of Long Beach, 
the Los Angeles and Long Beach City Councilmembers whose respective districts include 
each port, and the Los Angeles County Supervisor whose district includes the port complex. 
The Group of Five would meet with the Captain of the Port on a regular basis to set 
priorities, assess progress, and discuss concerns. In addition, the Group of Five would work 
together to secure funds for training exercises and equipment for the port complex. 


187 




• Adding a senior public health official to the Port Security Committee from the Los Angeles 
County Department of Health Services. 

• Holding regular, periodic meetings between the Captain of the Port and/or the Port Security 
Committee and private sector stakeholders, such as industry and labor representatives. 

Status of Implementation 

Varying degrees of progress have been made toward implementing each of our 
recommendations. The Coast Guard was quick to make efforts to correct the inadvertent 
omission of public health agencies from the Port Security Committee’s initial planning phases. 
During the course of our study, the Coast Guard contacted both the Los Angeles County 
Department of Health Services and the Centers for Disease Control and Prevention in an effort to 
incorporate them into the planning process at the port complex. 30 In addition, the Coast Guard 
Captain of the Port reiterated his commitment to encouraging all agencies with a role in the 
security of the port complex to participate in the Port Security Committee. 31 

Since the 2003 study was completed, the Coast Guard has established a new 
organizational structure for coordinating port security planning. The Southern California Area 
Maritime Security (AMS) Committee was established pursuant to the Maritime Transportation 
Security Act. 32 The existing Port Security Committee formed the nucleus of the new body and 
other members were added to further improve port security planning and coordination. The 
implementing regulations specifically require the inclusion of maritime industry stakeholders, 
including labor, as well as port stakeholders “affected by security practices and policies.” 33 As a 
result, representatives from the ILWU and other unions have been brought to the table, as have 
representatives from the Pacific Maritime Association and individual shipping companies. Thus, 
it has built upon the success of the Port Security Committee and brought even more participants 
into the fold. During a recent visit, Council of Foreign Relations Senior Fellow Stephen Flynn 
applauded the group as a model for forging relationships between agencies. “It’s not sexy . . . 
you can’t bring a news camera in, but it’s so important.” 4 

Although the AMS Committee is an excellent forum for information sharing and 
planning coordination, it continues to suffer from three of the same problems as the original Port 
Security Committee. First, the Coast Guard cannot compel membership in the AMS Committee; 
it can only invite participation. Second, the AMS Committee does not have any legal authority 
over participant (or non-participant) emergency response agencies or responders. If an agency 
does not like a policy decision that the AMS Committee makes, it is free to disregard it and walk 
away. Third, the AMS Committee does not have any budgetary authority over the participant 
emergency response agencies. It cannot force agencies to fund exercises and equipment 
purchases. To the extent that the committee maintains any influence over an agency’s spending 
priorities, that influence rapidly attenuates for agencies such as the Los Angeles Police 
Department, which may play a key supporting role but whose primary jurisdiction is not 
necessarily the port complex. In short, policy decisions made by the AMS Committee lack the 
legal authority to mandate action. These problems reiterate the need to involve the elected 
officials who have budgetary authority and political influence over the agencies involved in port 
security. 
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Bringing the elected officials whose jurisdictions included the two ports together proved 
to be more difficult than expected. After Los Angeles County Supervisor Don Knabe and former 
Los Angeles Mayor Richard Riordan became personally involved, key officials from the relevant 
jurisdictions finally agreed to meet together. In September 2003, Supervisor Don Knabe, Los 
Angeles Mayor James Hahn, Los Angeles City Councilmember Janice Hahn, Long Beach City 
Councilmember Dan Baker, and a representative from Long Beach Mayor Beverly O’Neill’s 
office gathered, along with officials from the Coast Guard, Pacific Maritime Association, and 
ILWU, to discuss port security at the Los Angeles/Long Beach port complex. As will be 
discussed further below, once these key players were in the same room, progress was made. 
According to Supervisor Don Knabe, “We have not had all these people sitting together at the 
table to discuss security needs at the ports of Los Angeles and Long Beach. . . . There may be 
two economic interests between the two ports, but there is one common concern about security 
and we should address it together.” 35 

Although these officials broke through some of the jurisdictional barriers and have 
demonstrated a commitment to securing the port complex, continued cooperation and focus are 
required to ensure ongoing progress. Because of the multi-jurisdictional nature of the port 
complex and the lack of a single governing body with authority over all of the entities involved, 
elected officials must play an integral role in overseeing the coordination of port security and 
emergency response. The Coast Guard invites elected officials to attend the quarterly AMS 
Committee meetings. Elected officials—or a member of their staff, in their absence—should 
attend these meetings. Such involvement would keep elected officials informed about the status 
of planning efforts, signal their support of the agencies’ efforts, and help maximize cross- 
jurisdictional coordination. 


Problem 2: Inaccessibility of the Port Complex 

Background 

Although experts and officials often talk of first responders as firefighters and other 
emergency services agencies, the reality is that citizens usually function as the true first 
responders when tragedy strikes. Disasters such as the Mexico City earthquake of 1985 and the 
September 11, 2001 terrorist attacks on New York City have shown that family members, co¬ 
workers, and neighbors are often first on the scene. After the Mexico City earthquake, untrained 
civilians saved at least 800 people, and at least 100 civilians died while trying to save others. 36 
Good emergency response planning makes use of the natural inclinations of citizens by training 
populations in vulnerable areas how to help themselves and help others until professional 
emergency response personnel can arrive. Well-managed civilian teams can work as force 
multipliers and expand emergency response capabilities. 37 With this idea in mind, Israel has 
trained approximately 100,000 civilians to aid in response to terrorist events. 38 

Civilian training is important for emergency response at the port complex for three key 
reasons: traditional first responder staffing levels at the complex are low, crisis response requires 
additional assistance be brought in from outside, and the port complex is difficult to reach by 
ground routes even in the best of circumstances. 
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Figure 2: The Geographic Location of the Port Complex Limits Access 



Traditional response agencies such as firefighters and police have a very small contingent 
on duty at the complex at any given time. Between the Los Angeles Port Police, Port of Long 
Beach Harbor Patrol, Los Angeles Fire Department, Long Beach Fire Department, and Coast 
Guard, only about 100 sworn law enforcement officers and firefighters are directly assigned to 
the port complex and on duty during a typical shift. 39 As a result of these staffing levels, any 
significant incident would require assistance from other public safety agencies throughout Los 
Angeles County, including the Los Angeles Police Department, Long Beach Police Department, 
Los Angeles Sheriffs Department, and FBI. While these agencies have extensive personnel and 
materiel resources, they also have broad geographical areas of responsibility. Despite the 
economic importance of the port complex, these agencies cannot deploy their resources in a 
manner that favors the complex at the expense of other areas in their jurisdictions except in the 
event of a crisis. 

This kind of surge model for emergency response makes sense in general; first 
responders cannot be everywhere all of the time. However, for surge capacity to work well, it 
must work fast. This is not likely to be the case at the Ports of Los Angeles and Long Beach. 
Because of the harbor’s location, many emergency response personnel will need to drive to the 
port complex from other locations throughout Los Angeles County. But as shown in Figure 2, 
the 110 Harbor Freeway and 710 Long Beach Freeway are the only major roadways into the port 
area. These freeways carry an estimated 35,000 cargo truck trips to and from the port complex 
each day. 40 This means, for example, that any first responders traveling in traffic from downtown 
Los Angeles - where the Los Angeles Fire and Police Departments are headquartered - would 
take between one and one and a half hours to arrive. 41 Indeed, Los Angeles Fire Department 
Battalion Chief Louis Rupoli, who works within the port complex at Station 49, expressed 
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concern that first responders may experience significant delays while trying to get to the port 
complex after a terrorist attack. 42 

In addition to normal lags in response times, a traffic accident, a rush-hour attack, or 
mass panic make it likely that the port complex would be without substantial outside assistance 
for several hours. Analysts have called the 710 “the most accident prone freeway in Southern 
California.” 43 The concentration of port-related traffic also increases the likelihood that such 
accidents would involve large trucks, which take longer to clear. For example, in September 
2003, the crash of a gasoline tanker truck closed the freeway for over twelve hours. 44 One month 
later, another truck crash closed the freeway for eight hours. 45 Timing an incident during rush 
hour also would significantly delay response times. And in one recent survey, 40 percent of 
respondents said they would ignore instructions from public officials to stay where they are after 
a radiological attack, with most choosing instead to return home. 46 

All of these circumstances highlight the need to incorporate citizen training into 
emergency response plans. The good news is that Los Angeles has led the country with 
developing such training programs. The bad news is that these programs have been under-funded 
and under-utilized. 

CERT 

In 1985, the Los Angeles Fire Department developed a program for training civilians 
called Community Emergency Response Team (CERT). The seventeen-hour training program 
was created to train civilians to provide assistance “during disaster situations where the number 
and scope of incidents have overwhelmed the conventional emergency services.” 47 The course 
was designed primarily for groups such as community organizations and businesses to attend as a 
team. Graduates of the course are prepared to function both as members of a CERT team and as 
individual leaders who would direct untrained volunteers during the initial phases of an 
emergency. 48 

By encouraging preparedness efforts and hazard mitigation, the effects of a disaster can 
be minimized considerably, as well as facilitate recovery. The benefits of this program 
are numerous. It has increased our overall level of disaster readiness, provided emergency 
skills that people may use in day-to-day emergencies, enhanced the bond between 
government and community, increased community spirit, and improved the quality of life 
for the people of our city. 49 

The Federal Emergency Management Agency (FEMA) adopted the Los Angeles Fire 
Department’s CERT model, and since 9/11 has been directing grants to all of the 50 states to 
fund civilian CERT programs. FEMA seeks to double the number of CERT-trained civilians to 
400,000 by 2005. 50 Although funds are limited, local officials have discretion over where their 
CERT allocations are spent and who receives priority in training programs. 

What the 2003 Study Found 

Given the size of the port complex, its limited access, and its vulnerability to terrorist 
attack, the study found general agreement that workers at the port complex should receive CERT 
training. The International Longshore and Warehouse Union (ILWU), other harbor-based unions, 
and the Pacific Maritime Association (PMA) agreed that port workers should be CERT trained. 51 
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Moreover, first response agency leaders at the Los Angeles County Fire Department, Los 
Angeles Fire Department, Long Beach Fire Department and Los Angeles Police Department also 
believed that providing CERT training to port workers would generate substantial gains for 
supporting their emergency response plans. 

Despite general agreement that training was needed, the study identified four overarching 
impediments to the effective training of port workers: 

1. There were no established priorities for allocating the scarce CERT training resources 
throughout Los Angeles County and its municipalities. 

2. There were not enough CERT instructors available to participate full-time in an effort to 
train the port workers. 

3. There were not enough local funds available to pay for a concerted CERT training effort 
at the port complex. 

4. There was no first aid or rescue equipment readily available for civilian volunteers at the 
port complex. 

What the 2003 Study Recommended 

Based on this near-universal agreement between first responders, industry, labor, and 
policymakers, the study recommended that the Los Angeles County CERT Advisory Committee, 
the interagency group that oversees CERT allocations in the county, make a dedicated effort to 
training workers at the port complex. 

Specifically, we recommended: 

1. The CERT Advisory Committee should prioritize high-risk populations, allocate CERT 
classes first to these high-priority groups, and set target percentages of volunteers to be 
trained within these populations. Port workers should then receive CERT training because 
the port complex is a high-risk target for terrorism. 

2. To overcome resource constraints, the CERT Advisory Committee should coordinate the 
creation of an interagency CERT Joint Training Team for the port complex. The Los Angeles 
and Long Beach Fire Departments, Los Angeles County Fire Department, and Los Angeles 
Sheriffs Department should each dedicate one full-time CERT trainer from their existing 
staffs to train workers at the port complex. In addition, the American Red Cross should teach 
CERT modules that do not require instruction by professional first responders. 

3. The CERT Advisory Committee should pursue both federal grants and private sector 
donations as funding alternatives for the interagency CERT Joint Training Team. 

4. The interagency CERT Joint Training Team should provide each CERT-trained port worker 
with a small equipment kit. Many first response officials and port workers agreed that instead 
of using stockpiled caches of equipment, CERT-trained port workers should be allocated 
individual kits of first aid and safety equipment to keep with them at their job sites. 
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Status of Implementation 


1. CERT Training: Initially, despite consensus about the need and value of CERT training, no 
action was taken because the program, like port security issues more broadly, fell across 
multiple political jurisdictions. We then took two steps to move the process forward. First, 
we made CERT training the focus of the first Group of Five meeting. The idea was to focus 
political attention on a concrete issue that already had the backing of key constituency groups 
to propel it forward. Labor and management representatives both attended the meeting and 
signaled their agreement on the outlines of a CERT program. Second, we designated one 
member of our team to be the point person for monitoring progress and coordinating 
implementation of the program on the ground. 

The strategy proved successful at breaking the impasse. At the Group of Five meeting in 
September 2003, all local officials agreed that the port workers must receive CERT training 
to prepare them to respond to an attack. Los Angeles Mayor James Hahn then tasked the Los 
Angeles Fire Department with fulfilling this goal and with giving port workers highest 
priority in the program. Thanks to the Mayor’s leadership, the Fire Department has now 
allocated priority to port workers and training has begun. 

To date, 25 port workers have received the full 20-hour CERT course and 250 ILWU 
warehouse guards underwent an abridged 8-hour CERT program that fulfilled a contractual 
agreement for training between the labor union and management. 52 The Coast Guard, the Los 
Angeles Fire Department, and the ILWU are tailoring the CERT curriculum specifically to 
address hazards at the port complex. They plan to complete the development of this port- 
specific CERT curriculum and launch the new training program in 2005. 53 Moreover, ILWU 
is determining a workforce training plan and schedule to ensure that CERT training 
maximizes the safety and security of the on-duty workforce at all times. After training an as- 
yet-to-be-defined number of core maritime workers, the Los Angeles Fire Department and 
the ILWU plan to schedule a training-the-trainer program for the ILWU leadership. In that 
way, the union will be able to continue to offer CERT training to its workforce in the future, 
with ongoing support from the fire department. The Los Angeles Fire Department will then 
use this program developed with ILWU to extend its training to the rest of the workforce at 
the port complex. Finally, the Coast Guard is developing plans to include CERT-trained 
workers in its emergency response exercises. 

2. Interagency Joint Training Team: subsequent to the release of our report, the Los Angeles 
County Sheriffs Department, the Los Angeles County Fire Department, and the American 
Red Cross began to coordinate efforts to provide CERT training to citizens throughout Los 
Angeles County; but an Interagency Joint Training Team for the port complex has not been 
established. Instead, LAFD is planning to provide the CERT training at the port complex. 

3. CERT Funding: Given the lack of a joint training team for the port complex, the CERT 
Advisory Committee has not pursued federal grants and private sector donations as funding 
alternatives for a CERT training program for port workers. The Area Maritime 
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Subcommittee for Training, however, is exploring these funding alternatives to support the 
CERT program at the port complex. 

4. CERT Materiel: Small equipment kits have not yet been provided to trained workers. The 
Area Maritime Security Training Subcommittee has begun to discuss how to obtain these kits 
from either the American Red Cross or the private sector. 

The Coast Guard, the Los Angeles Fire Department and ILWU have made significant 
progress toward providing CERT training for port workers. We are confident that these 
stakeholders are moving in the right direction. Moreover, their efforts may provide best practices 
for training the workforces at other ports both nationally and internationally. That said, much 
remains to be done. Specifically, the CERT program needs to: 

• Establish and Meet Training Targets: with projections of 20,000 unionized maritime 
workers at the port complex BY 2006, it may take years to train a few thousand of them. 
The CERT training program must set aggressive-but-reasonable targets for the number of 
workers to be trained, and must meet these training goals. 

• Augment CERT Training Resources: the Los Angeles Fire Department’s Disaster 
Preparedness Unit staffs only six full-time CERT trainers for the City of Los Angeles. 
They may lose additional trainers to injuries, budget cuts, or National Guard call-ups. 
Satisfying training demands at the port complex will likely require working with 
statewide officials to garner greater resources from Washington, involving the private 
sector, creatively managing existing county-wide CERT resources, or some combination. 

• Integrate Trained Workers into Exercises: the workforce has not participated in homeland 
security drills at the port complex. Coast Guard and other planning agencies must include 
at least those workers who have received CERT training. 

• Review, Revise, and Improve: the plan must include a feedback process for evaluating 
the effectiveness of the training, and for improving upon this program where possible. 

Problem 3: Incompatible Communications Systems 

Background 

Efficient, accurate communication is critical to the success of any emergency response. 
Although nearly every emergency response agency uses some form of radio communications, 
very few use radios that are compatible with those used by other agencies. As a result, many first 
responders cannot communicate with others, whether to coordinate a rescue or to call for 
assistance. Studies have suggested that many deaths inside the World Trade Center on 9/11 
might have been avoided if the firefighters had radios that allowed them to hear transmissions 
from NYPD helicopters outside reporting that the towers were about to collapse. 54 Because of 
this tragedy, there has been a growing focus on developing interoperable communications 
solutions for emergency response agencies. 
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In order for any two radios to be interoperable with each other, there must be three areas 
of compatibility. First, the radios must use the same signal type, either analog or digital. Thus, 
agencies with digital radios generally cannot talk to agencies with analog radios. Second, the 
radios must operate in the same frequency spectrum or range of frequencies. Commonly used 
frequency bands for radio communications include UHF, VHF, and HF. Agencies that operate 
radios in different frequency spectrums cannot communicate with each other. Third, even if 
signal type and spectrum match, the radios must operate on a common channel. Thus, even 
though many emergency response agencies still utilize analog UHF radios, communications 
challenges remain because most of these agencies do not share common channels. 

Although the ability to communicate between agencies is of critical importance, 
maintaining clear lines of communication both up and down, as well as across, the chain of 
command for each agency is also a concern. In general, agencies need to maintain operational 
command and control of their own field assets. Therefore, a field asset will generally receive 
instructions from its own agency’s command and control organization. When assets from various 
agencies are working together in the same vicinity, there may be circumstances where 
communication between them is appropriate. For example, in a typical search and rescue 
operation where both the Coast Guard and another agency respond, the Coast Guard will not tell 
the other agency’s boat where to go, but once on scene, the boats will contact each other to 
coordinate the rescue effort. 

Similarly, consideration must also be given to the volume of radio traffic that an 
interoperable system would have to support. A study of first response at the World Trade Center 
on September 11, 2001 conducted by Me Kinsey & Company concluded that communications 
were completely overwhelmed by police officers, EMS personnel, and firefighters speaking at 
the same time. 55 

What the 2003 Study Found 

The numerous agencies involved with port security at the Los Angeles/Long Beach port 
complex maintained different communications technologies and did not have a plan in place to 
facilitate communication between first responders. For example: 

• The Coast Guard, which was the lead federal agency for port security and headed efforts to 
develop response plans for the port complex, could only communicate with waterborne assets 
from other agencies, such as Los Angeles County Lifeguard and Los Angeles Lire 
Department boats. It did not have direct radio communications with any of the other 
emergency response agencies’ land-based assets. 

• Although the Los Angeles Port Police could communicate directly with the Los Angeles 
Police Department, neither agency could communicate with the Los Angeles Lire 
Department unless the fire unit was carrying a police radio. Only 500 such radios were 
distributed citywide, so most firefighters would not be able to contact police officers directly. 

• The Los Angeles Lire Department did not have direct communications with the Long Beach 
Lire Department. 
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• The Los Angeles Port Police did not have direct communications with the Port of Long 

Beach Harbor Patrol. 

Thus, in the event of a terrorist incident at the port complex, many emergency workers would 
not be able to communicate with each other directly. The only plans in place to facilitate 
interagency communication were to co-locate agency decision makers in the incident command 
post so that they could broadly relay information to their personnel. However, as one city official 
noted, this system “[would] not make it possible for responders from different agencies to 
communicate with one another directly or monitor each other’s radio traffic.” 56 

What the 2003 Study Recommended 

After comparing several alternatives, the study recommended that the Los Angeles Port 
Police purchase two ACU-1000 “Intelligent Interconnect Systems” and hardwire them into an 
existing communications facility at the port complex. The ACU-1000 is a commercially 
available solution that provides site-specific interoperability between otherwise incompatible 
radios. The device can be configured to patch 57 the audio feeds from up to twelve 
communications devices, including analog or digital radios, cellular or landline phones, and 
internet feeds. Purchasing two devices would permit twice as many connection possibilities and 
provide a useful degree of redundancy, should one unit malfunction. This technology would 
offer great potential for improvements in coordination between agencies during an emergency 
response effort at the port complex. 

The study also noted the importance of establishing protocols for using whatever 
communications technology was ultimately selected. According to the National Task Force on 
Interoperability, “True interoperability must comprise a comprehensive strategy that combines 
radio communication systems, radio training and drills, common terminology, standard 
operational procedures, and a unified incident command when the situation warrants it.” 58 
Without standardized procedures, interoperability may overwhelm communication channels and 
produce more harm than good. Thus, the study recommended that the Port Security Committee 
develop a unified communications protocol and test it during training exercises. This 
communications plan would include details about what channels each agency would use when 
responding to an emergency at the port, how those channels would be patched using the ACU- 
1000, and how the interoperable frequencies would be used. Failure to establish protocols and 
conduct training for using interoperable devices may result in excessive voice traffic and 
confusion during an emergency response. 

Status of Implementation 

In mid-2003, the Los Angeles Port Police began making plans to purchase a Raytheon 
“First Responder” command and communication vehicle. 59 The First Responder is a mobile 
command and control system, essentially made up of two ACU-1000s mounted in a sport utility 
vehicle. Because it is built around the ACU-1000, the First Responder can be configured to patch 
almost any audio feed from a variety of communications devices. 

Our study cautioned against relying on mobile interoperability devices like the First 
Responder for use at the port because they might have difficulty reaching the port complex 
during an emergency. Recognizing this drawback, the Port of Los Angeles and the Los Angeles 
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Port Police decided to purchase a First Responder exclusively for use at the port complex. By 
keeping the vehicle onsite, transit time to the port complex would be reduced to a non-issue. The 
Port Police opted for a mobile system over the ACU-1000 because of concerns that fixed sites 
like their communications center might be vulnerable as targets. 60 

After initially considering the Raytheon First Responder, the Los Angeles Port Police 
now intend to purchase a similar system built into a cargo van rather than a sport utility vehicle 
because of its additional capacity for personnel and equipment. 61 Unfortunately, as of October 
2004, the Port Police have not yet acquired this system, nor have any other agencies at the port 
complex purchased new interoperable communications devices. 

As a result, the current plan is to rely on interoperability systems brought in by agencies 
outside of the port complex, such as the Los Angeles Sheriffs Department. Although this is 
better than nothing, relying on an outside agency’s equipment is susceptible to the exact problem 
identified in the 2003 report—there will likely be considerable delays in getting the equipment to 
the port complex after a incident occurs. 62 Moreover, there may be delays in configuring the 
equipment for use because each agency’s radios require specific cables and pin configurations to 
interface with the interoperable device. 63 Thus, in the initial stages of a terrorist attack, when the 
situation is most chaotic, emergency responders will be no better off than they were on 9/11. 
They will be unable to communicate with each other to coordinate their rescue and response 
efforts. 


Once an agency is able to get an interoperability system to the port complex and the unit 
is configured for use, however, initial testing has shown that it will be a valuable tool. In August 
2004, the port complex participated in the Southern California component of a nationwide 
training exercise called Determined Promise 2004 (“DP-04”). During DP-04, the Los Angeles 
Sheriffs Department brought its Raytheon First Responder system to the port complex and set 
up a communications link between the Coast Guard and SWAT teams from the Los Angeles 
Police Department and FBI. 64 One Coast Guard officer indicated that, although he had been 
skeptical about the system before the exercise, it “worked like a charm” and he was really 
impressed with its capacity to patch together diverse communications systems. 65 

Despite its apparent success during DP-04, the First Responder and similar systems have 
not yet been fully tested in an emergency environment at the port complex. One major point of 
feedback from DP-04 has been that there was a considerable amount of pre-staging of personnel 
and equipment. 66 In other words, the agencies involved in the exercise knew what was going to 
happen and when it would take place. This allowed agencies to allocate resources and position 
equipment ahead of time. This was an artificiality of the exercise, but must be taken into account 
when evaluating the effectiveness of systems such as the Raytheon First Responder. 

It is also important to remember that exercises like DP-04 should be viewed as learning 
points and stepping stones, not as endpoints. The Coast Guard has recognized this and is 
planning future exercises that will test interagency communications protocols. 67 Without 
effective protocols for using interoperable communications equipment, even the best technology 
is useless. Therefore, one goal of future exercises should be for agencies to test their ability to 
establish and exercise interagency communications in a realistic operating environment without 
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advance warning. As one Coast Guard officer put it, “The single most important thing in 
communications is a communications plan. You can talk about technology, but if we have pre¬ 
agreed upon frequencies and everyone knows what those frequencies are . . . we have a 
survivable response.” 68 

Obstacles and Success Factors 

Taking a step back, we find three major obstacles to the fast and effective improvement 
of emergency response at the port complex. The first has to do with the nature of the problem 
itself. Homeland security policy in general, and port security emergency response in particular, is 
a thorny, complex, and new issue for local officials. There is no standard literature on port 
security emergency response, no clearly established set of best practices. While aspects of 
emergency response are old, key elements related to counter-terrorism are new and changing 
constantly. As a result, developing expertise takes time and sustained attention, the two resources 
in shortest supply for most local elected leaders, their staffs, and agency officials. Our study of 
the ports of Los Angeles and Long Beach took more than eight months of full-time work by a 
team of five, and implementation of our recommendations—which we thought could be done in 
three to six months—was still in progress in late 2004. 

The second constraint is related to the first: political incentives to take action in port 
security are weak. From a politician’s point of view, port security emergency response planning 
is the worst of all worlds: it requires extremely high up front costs for benefits that will be 
realized only in the future—most likely when the official is already out of office, and maybe 
never. In addition, making homeland security policy requires making tough choices about where 
to dedicate limited resources. These are exactly the kinds of choices many politicians try to 
avoid. When such choices cannot be avoided, then longer term planning usually takes a back seat 
to shorter-term gains. Consider, for example, a mayor who must decide whether to dedicate 
additional police officers to lowering the crime rate or enhancing counter-terrorism surveillance 
at the port. Any politician with a reasonably developed sense of self-preservation focuses on 
crime and leaves port security for another day. 

Moreover, even within the area of homeland security, electoral incentives create sub- 
optimal policy outcomes. The natural impulse of any elected official is to focus on issues of 
greatest concern to constituents. This sounds good in theory. The problem is that it works poorly 
in practice. While most California citizens are concerned about terrorism, few have visited the 
port complex or worry about its security, and fewer still pay close attention to the details of how 
elected officials handle the arcane details of CERT training, radio interoperability, or cross¬ 
agency coordination. Instead, since 9/11, the public and the press have focused their concern on 
higher visibility but less likely and lower damage targets such as LAX and the security of local 
drinking water supplies. 

The misplaced allocation of homeland security dollars can be seen at every level of 
government. Since 9/11, Congress has distributed more than $13 billion to state governments 
with a formula only Washington could concoct: 40 percent was split evenly, regardless of a 
state’s population, targets, or vulnerability to terrorist attack. The result: safe places got safer. 
While rural states with fewer potential targets and low populations, such as Alaska and 
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Wyoming, received more than $55 per resident, target-rich and densely populated states like 
New York and California were short-changed. New York received $25 per person, California 
just $14. California’s state officials used a similar formula to distribute federal funds within the 
state, exacerbating the under-funding of urban areas. 

At the local level, Mayor Hahn’s most publicized initiative has been a controversial $9 
billion to move the main terminal of Los Angeles International Airport. 69 To put the plan’s price 
tag into some perspective, it is nearly twenty times more than the entire federal government’s 
total spending on port security since 9/11. In short, political incentives create strong pressures for 
local elected officials to put the right emphasis on the wrong issues. 

Third and finally, the multi-jurisdictional boundaries of the port complex pose significant 
problems. Who exactly is responsible for overseeing the planning and operation of emergency 
response at the Ports of Los Angeles and Long Beach? The answer is everyone and no one. 
Although the Coast Guard Captain of the Port has made great strides in serving as the de facto 
coordinator of all city, county, state, and federal agencies involved in port security, he holds no 
control over key assets, he serves a mission that encompasses far more than local emergency 
response, he does not have a permanent post, and he cannot succeed without help. Bureaucratic 
rivalries between the two ports, the two cities, and the layers of governmental agencies make that 
help difficult to get. 

CERT training highlights the difficulties created by the port complex’s fragmented 
political authority. Even this program, which was funded by the federal government and which 
was supported by every major stakeholder at the port, including both labor and management, did 
not initially succeed. Why? Because no one office and no one official had responsibility for 
making it happen. Only when Mayor Hahn took the initiative to create that responsibility by 
designating the Los Angeles Fire Department as the main agency point of contact, did training 
begin. 

Key Success Factors 

Despite these obstacles, progress has been made. Looking back, we find three key factors 
for success: neutral analysis, long-term involvement, and political leadership. 

As outsiders, we had certain advantages and disadvantages while working to implement 
the recommendations from the 2003 study. The majority of these factors seemed to work in 
favor. For example, as a third party, we were able to operate as a neutral broker—especially 
between organizations that have traditionally been somewhat adversarial, such as the labor 
unions and the shipping association. Because we were not already entrenched in a position, many 
agencies and organizations were more willing to speak more frankly with us than other agencies 
that were more involved. In addition, because we were a new set of eyes looking at the issues, 
we were often able to provide a different perspective, or at least a perspective that looked across 
agency boundaries. While individuals and agencies had critical pieces of the puzzle, no one 
agency or person had ever put those pieces together. 

The second key factor is long-term involvement. Policy analyses often identify problems 
and recommend solutions, then move on to new issues. We started with such an approach, but 


199 



soon realized success required a long-term commitment. Neutrality provides credibility, but not 
trust. Particularly in an area where the best data sources are people, building relationships with 
stakeholders was crucial for determining weaknesses and developing strategies to overcome 
them. This has meant spending a significant amount of time on location, down at the port 
complex, meeting with people in person. Though much remains to be done, it is clear from this 
experience that achieving any serious progress requires moving from the role of policy analyst to 
policy partner. 

Finally, there is no substitute for the power of personal political leadership. This maxim 
is particularly true when formal political power is fragmented or unclear. Supervisor Don 
Knabe’s personal contact with each of the key policymakers was instrumental to overcoming 
resistance to holding the Group of Five meeting. Mayor James Hahn cut through the multi- 
jurisdictional confusion about who should provide CERT training for the port workers by tasking 
the Los Angeles City Fire Department with getting the job done. Similarly, Coast Guard Captain 
Peter Neffenger and his predecessor Captain John Holmes used personal political leadership 
more than statutory authority to create new coordinating committees to share information, 
oversee planning, and facilitate cooperation across agencies, companies, and other stakeholders. 
Not surprisingly, we found that officials, when they choose, can play a fundamental role in 
setting priorities, shaping perceptions, and overcoming resistance. 

Conclusion 

Three years after 9/11, California’s seaports remain exceptionally vulnerable to terrorist 
attack. Of the roughly seven million containers entering the country each year, fewer than 5 
percent are inspected at all. As one Coast Guard official put it, “Once a ship enters the harbor, 
we’re in response mode, not prevention.” 

We found three crucial weaknesses in emergency response planning at the Ports of Los 
Angeles and Long Beach: poor oversight and coordination across political lines, in s ufficient 
planning attention to the physical inaccessibility of the complex for first responders, and radio 
interoperability problems. Progress has been made in all three areas. Local officials have begun 
meeting together through the Coast Guard’s Area Maritime Security Committee and the Group 
of Live. Training is underway to ensure that port workers will be able to act more effectively as 
their own first responders. And the port complex plans to have a mobile patch unit and 
procedures in place to ensure that different agencies can communicate in the event of a crisis. 

But much more remains to be done. The key problems are the political incentives to focus 
on other issues, the fragmented power over the port complex, and the relatively low profile port 
security has received in the public debate. Continued progress in port security emergency 
response will require sustained attention and political leadership. 
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